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Requesting and Using Single-
Sign-On (SSO) Tickets with the 
API 
Trusting an account 

With FirstClass, you can "Trust" an account and use that account to request a login SSO ticket and 
then use that ticket to log in as that user.  The FirstClass SSO ticket contains all login information for a 
given user.  No additional information is needed other than the SSO ticket to log in to FirstClass.  As 
this is an extremely powerful feature, it is important that you consider additional security measures to 
prevent unauthorized access to user accounts. 
 
Please see the chapter on SSO security for more detail. 
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Create an Account 

 

On your FirstClass server, log in as the admin and create an account that you will use as 
your Trusted user.  DO NOT trust an existing account. 
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Ensure Directory Access 

 

This account can only make requests for login tickets if the account can see the requested 
user account in the directory.  You can test this by logging in as that user with the FirstClass 
client and choosing Collaborate > Directory to see what accounts are visible.  All that is 
needed is the Local checkbox checked. 

Note:  The number of items listed on an empty search is restricted by the Maximum number 
of multimatch names set in the Directory Tab of groups which that user belongs to.  If 
values in all groups are set to Default, then all accounts will be listed.  If the account belongs 
to one or more groups with a value set in this field, the maximum value will be used. 

Note: See Security Chapter for tips on limiting SSO requests 
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Activating the Trusted Account 

 

Once the account has been created, you can Activate the account using Batch Admin.   

 

1. Log in to the server using the FirstClass client as the Administrator 

2. Create a message and address it to Batch Admin 

3. In the body of the message type 

        Reply 

        ACTIVATE USER <trusteduserid> TRUSTED 

4.    Send the message 
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Checking if an account is Trusted 

 

When you send the Batch Admin command and receive a blank reply, this will indicate that 
the request was successful, 

You can also perform a Single Audit on that account and the received audit report will 

include a line Only trusted IP address logins allowed 
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Finding All Trusted Users 

 

If you want to find out all users on the system that are trusted, run a FULL Audit of your 
server.  The response received will list all users that are trusted. 
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Requesting and Using a Ticket 

You can use the API to log in a the Trusted user and request a ticket. 

Login Request 

The login request for a Trusted user when requested a ticket is different from the normal 
login request.  In addition to passing the userID and credentials, you also submit the userid 
of the account for which you wish to receive the login ticket. 

{"login":{ 

      "userid":"<userid of the trusted account>", 

      "<credential type>":"<trusted  userid credentials>", 

      "language":"<language code>" 

      }, 

 "getticket":{ 

      "userid":"<requested UserID>" 

      } 

} 

The Login Response 

Upon a successful login and request for a ticket, the server will respond with a the following: 

{"SSO":{ 

      "userid":"<requested UserID>", 

      "ticket":"<loginTicket>" 

      } 

} 
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Using the Ticket 

Once the ticket has been received, the trusted account can then issue a request to log in as 
that account using 

GET /?FCTicket=<loginTicket> 

Subsequent requests 

To make subsequent requests for additional tickets, the following must occur. 

 

1. The previous requested account must log out 

2. A new request is made exactly the same way 

Note: You never log out as the Trusted user account.  This account will log itself out after 
the server specified inactivity time out.  

Untrusted requests 

If you make a login and ticket request as an untrusted user, you will receive the following 
error. 

{"ERROR": { 

        "code": 400, 

        "msg": "Login failed" 

    } 

} 

Requests for unfound user accounts 

If you make a request for an account that does not exist, or cannot be found in the directory, 
you will receive a ticket ID of 
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 
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{ 

    "SSO": { 

        "userid": "BObama", 

        "ticket": 
"FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF" 

    } 

} 
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The SSO Inspector Application 

The API SSO Inspector tool is similar to the API Inspector tool in that it allows you to log in and 
submit API requests to the server.  Unlike the API inspector however, this tool requires an activated 
Trusted User account. 

Using the API SSO Inspector Tool 

 

With the API Inspector Tool, you can  

1. log in as the trusted user and submit your first ticket request. 

2. If the login and request is successful, the tool then submits the ticket and presents the 
LoginReply for the logged in, ticketed user. 
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Working with a logged in (ticketed) account 

 

Once logged in as that user, the functionality of the SSO API Inspector is identical to the 
API Inspector tool. 

You can  

1. use the API DocSet Viewer application to determine the syntax for an API request 

2. submit those requests as that logged in user. 

When you are finished working with that user, you must 

3.     Log out as that user before making a subsequent request for another ticket. 
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SSO Security 

As mentioned in the introduction, it is important that you consider additional security measures to 
prevent unauthorized access to user accounts. 

Limiting FCWS access to your server. 

When your server starts up, it checks the FCS.INI (windows) or environment variables for 
Mac and Linux to see there are any entries in the Setup section that restrict which FCWS 
servers can communicate with your FirstClass server and make login requests. 

This means that you can enter the IP addresses of trusted FCWS instances and only those 
FCWS instances will be able to make requests to your FirstClass Server for logins 

Note: This restricts both regular and SSO Trusted account login attempts. 

 

Windows 

The FCS.INI file can be found in the C:\Windows directory.  If one does not exist, you 

can create one. 

In the body of the document locate the [FCSetup] section.  If one does not exist, create one. 

Type WebServices=XXX.XXX.XXX.XXX where XXX.XXX.XXX.XXX is the IP address 
of your trusted FCWS instance.  If you wish to allow connections by more than one FCWS 
instance, separate the IP addresses with semi colons. 

Example 

     [FCSetup] 

     WebServices=192.168.120.191;192.168.120.194 

Save the file and restart your FirstClass Server 
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OSX and Linux 

With Macintosh OSX and Linux installations, there is no FCS.INI file.  Instead, you create 
a file inside the fcadmin account's documents folder.  On OS X this is in 
/Users/fcadmin/Documents and for Linux, it is in /home/fcadmin/documents 

Create a file here named prefcsd 

The basic syntax isL 

     set SectionNameEntryName=value 

Example 

     set FCSetupWebServices="192.168.120.191;192.168.120.194" 

 

The case is sensitive and quotes are need to protect special characters such as ; 

 

Save the file and restart FirstClass Server 

Restricting Trusted logins to specific IP addresses 

We already have the requirement that an account that requests tickets must be an activated, 
trusted account.  You can also restrict the IP address from which these accounts can make 
these requests.  This further secures the request and can limit those requests from coming 
from specific computers. 

 

As above, you must add an entry to the FCS.INI file's [FCSetup] section on windows or set 

another environment variable in the prefcsd file on OSX or Linux 
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Windows. 

To trust requests from specific IP addresses only, the entry name in the [FCSetup] section is 
TrustedIPs  

As with the WebServices entry, you can set multiple IP addresses if separated by semi 
colons 

Example 

     [FCSetup] 

     TristedIPs=199.166.204.55;2001:0:9d38:6abd:2cd7:3c7d:3f57:8740 

 

OSX and Linux. 

To trust requests from specific IP addresses only, the set the environment variable with set 
FCSetupTrusteIPs 

Example 

     set FCSetupTrustedIPs="99.166.204.55;2001:0:9d38:6abd:2cd7:3c7d:3f57:8740" 

 

The case is sensitive and quotes are need to protect special characters such as ; 
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Restricting Directory Access 

 

You can restrict which accounts that a trusted user can make ticket requests for by using 
directory filtering. 

For example, you may wish to not allow the Trusted account to make ticket requests for any 
user who is a member of the FirstClass Executive user group. 

You can create a user group of any name (for example Trusted Limits and on the Directory 
Tab, enter  

1. All Users in the first field and 

2. Executive in the Exclude these groups field  

 

Add your trusted user to this group and that will allow this account to make ticket requests 
for all users except those belonging to the Executive group, 

 


