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Requesting and Using Single-
Sign-On (SSO) Tickets with the
API

Trusting an account

With FirstClass, you can "Trust" an account and use that account to request a login SSO ticket and
then use that ticket to log in as that user. The FirstClass SSO ticket contains all login information for a
given user. No additional information is needed other than the SSO ticket to log in to FirstClass. As
this is an extremely powerful feature, it is important that you consider additional security measures to
prevent unauthorized access to user accounts.

Please see the chapter on SSO security for more detail.
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Create an Account

: : er : FirstClass 12 De

8 00 New User : ite '
Mail Import Preferences Profile . Desktop :
M User Groups/Directory ' Features ' Preferences/Access/Limits l

First name: |SSO | User ID: |SSOTrusted |
Initials: Password: | ssssscses I
Last name: Trusted Client ID: | |
Address: Class: [ Regular User aa
Mail aliases:
Tel: | | Voice DN:
Fax: | |
Comments: Voice password: [
Created: |
G 5 I Where: fcDemo [F]
("] LDAP-controlled user Last logged in: |
Time used: |
(100 H[3)

On your FirstClass server, log in as the admin and create an account that you will use as
your Trusted user. DO NOT trust an existing account.
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Ensure Directory Access

Maximum number of multimatch names:

Default _,ﬁ @

e O 0O Directory : FirstClass 12 Demo Site " o
9. Search: l |

Show: | Everyone :| [ Contacts [ | Conferences (¥ Local [ ]Remote

[ Profile ][ Shared Documents ] [ Close ]

| @ | Name | Organization

& Administrator

& Tiffany Alberts

& Albert Alexander Parent

& David Alexander Staff

& Donald Alexander Student

& Jason Almas Adult,Staff

& lan Archibald

& Terry Ashton-Smith

& lan Baker Adult

& Daryl Blackwell Adult

& Victoria Borgette Adult,Staff

& Susan). Bram Parent

& Patti Burt

& Jesse M. Castillo Student
Jackie Chan

& Peter Cooper Customer

& Jeanette Cowie
& Bridget Crosby
& Kathyrn D'Angelo
& Adrienne Davila
& Andrew Davila
& Juan Davis

Student,FCED User Student

Staff,Adult, AdminGroup
Staff
Staff,Parent

1 Item selected.

V

This account can only make requests for login tickets if the account can see the requested
user account in the directory. You can test this by logging in as that user with the FirstClass
client and choosing Collaborate > Directory to see what accounts are visible. All that is
needed is the Local checkbox checked.

Note: The number of items listed on an empty search is restricted by the Maximum number

of multimatch names set in the Directory Tab of groups which that user belongs to. If
values in all groups are set to Default, then all accounts will be listed. If the account belongs
to one or more groups with a value set in this field, the maximum value will be used.

Note: See Security Chapter for tips on limiting SSO requests

Requesting and Using SSO Tickets



Activating the Trusted Account

@00 Activate Trusted Account

B QX 4Bl YV %_l

Send Print Delete Cut Copy Paste Check Spelling | Attach | Directory | Urgent

From: { Administrator (&}
Subject: |Activate Trusted Account I
To: {3 Batch Admin I

Cc: ‘ l

_K.|.A.lul..|.A.l.,l..|.,L.l./L.|.,L.l.;L.l.A.|.,L.|.A.|.,L.|.A.|.,L.l.m

Req_lK’
ACTIVATE USER SSOTrusted TRUSTED|

oo B a

Vi

Once the account has been created, you can Activate the account using Batch Admin.

1. Log in to the server using the FirstClass client as the Administrator
2. Create a message and address it to Batch Admin
3. In the body of the message type

Reply

ACTIVATE USER <trusteduserid> TRUSTED

4. Send the message
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Checking if an account is Trusted

800

" . List Directory : FirstClass 12 Demo Si

[_‘J New User E Edit ﬁ@} Audit ﬁr'l Desktop x Delete @ Message

Search for items in the D ory

Enter the name of the person oglitem and click Search

Pattern: |SSO Trusted ] ﬁ Stop

Search: | By Name s

Show: @ Regula: @ Remote users W

irstCl 1 0 Site
e names E ’
= D& X R[Q] -

ory Print Delete Copy Find Next Unread

413

- | User ID |0
& SSO Trusted SSOTrusted

| Aliases

February 3, 2014 11:44:53 AM ==(E)

@

To: ¢ Administrator

|A summary follows the details for: Single audit of [6749] SSO Trusted
FirstClass Server 12.0 (Build 1294)
Serial Number: 18840287  Network Name: "FirstClass Demo™  Site Name: "FirstClass 12 Demo Site"

----- Started: Monday, February 03, 2014 11:44:53 AM ==s==

>>> Directory Filtering <<<

Overrides:
(-] Secret Community

Only trusted IP address logins allowed.

Okb [fcDemo) SSOTrusted/
Attributes: Type 0,0 Rules 0,0 FilesOQ Folders 12
Path: F:\FCNS\U\4\6749

Okb [fcDemo] SSOTrusted/Mailbox/

100%. @ &

When you send the Batch Admin command and receive a blank reply, this will indicate that
the request was successful,

You can also perform a Single Audit on that account and the received audit report will
include a line Only trusted IP address logins allowed
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Finding All Trusted Users

e 0 E > ' : -
@ .08 D Q’D 2 x \ Qo
e
Reply Reply All Forward Unsend History Print Delete Copy Find Next Unread
From: 0 FirstClass Server February 3, 2014 4:35:39 PM ==(E)
Subject: Audit Summary
To: { Administrator

|A summary follows the details for: Full audit

FirstClass Server 12.0 (Build 1294)
Serial Number: ®%& % Network Name: “FirstClass Demo”  Site Name: "FirstClass 12 Demo Site"

===== Started: Monday, February 03, 2014 4:35:36 PM =====

ces 1 e et g
S — S - ey T e e

e Sl eewt W -
R R

>>> [6749] "SSOTrusted" SSO Trusted <<<

Only trusted IP address logins allowed.

>>> [6340] "Trusted” Trusted User <<<

Only trusted IP address logins allowed.

===== Ended: Monday, February 03, 2014 4:35:39 PM =====

Summary:

Regular users: 25

Community regular users: 2

Remote users: 171

Peer registered accounts: 3

Number of items in index: 83473

7 Blogs 26 Posts.

22 Communities 119 Items.

16417 Documents 19815 Messages 30108 Files 166 Events
Sorted 1 of 10301 containers found.
Skipped 11 read-only containers.
Repaired 1 of 1 problems found.

100% @ BA

If you want to find out all users on the system that are trusted, run a FULL Audit of your
server. The response received will list all users that are trusted.
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Requesting and Using a Ticket

You can use the API to log in a the Trusted user and request a ticket.

Login Request

The login request for a Trusted user when requested a ticket is different from the normal
login request. In addition to passing the userID and credentials, you also submit the userid
of the account for which you wish to receive the login ticket.

{"login":{
"userid":"<userid of the trusted account>",
"<credential type>":"<trusted userid credentials>",
"language":"<language code>"
¥

"getticket": {
"userid":"<requested UserID>"
}

}

The Login Response

Upon a successful login and request for a ticket, the server will respond with a the following:
{"SSO":{
"userid":"<requested UserID>",

"ticket":"<loginTicket>"

}
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Using the Ticket

Once the ticket has been received, the trusted account can then issue a request to log in as
that account using

GET /?FCTicket=<loginTicket>

Subsequent requests

To make subsequent requests for additional tickets, the following must occur.

1. The previous requested account must log out
2. A new request is made exactly the same way

Note: You never log out as the Trusted user account. This account will log itself out after
the server specified inactivity time out.

Untrusted requests

If you make a login and ticket request as an untrusted user, you will receive the following
error.

{"ERROR": {
"code": 400,

"msg": "Login failed"

b

Requests for unfound user accounts

If you make a request for an account that does not exist, or cannot be found in the directory,
you will receive a ticket ID of
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFE
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"SSO": {
"userid": "BObama",
"ticket":

"FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE"

b
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The SSO Inspector Application

The API SSO Inspector tool is similar to the API Inspector tool in that it allows you to log in and
submit API requests to the server. Unlike the API inspector however, this tool requires an activated

Trusted User account.

Using the API SSO Inspector Tool

i
© O O /[ webservices APIGuide x| [] API SSO Inspector x ¥ LL
©~ = C f [)file:///Users/slynch/Dropbox/Code-A-Thon%20Masters/APlinspector%20SSO/index.html W@ DN 9
i Apps [ Code-A-Thon [ Read Later [ 50+ Awesome Frec [ Format & Validate ) (@) websector.de/_post ] Tuts+ Premium & explainshell.com - [l Node.js  &™ Wiki - OpenWeather » (i Other Bookmarks
Q_ Elements | Network| Sources Timeline Profiles Resources Audits Console 15 %0, x
@ GET O PoST e eV =
©] ]
i [Name status Size Time
Category: [ Select Category| 4 ey Method | 2% | Type Initiator Corent | Latency| Timeline Jo0s
| wsoN=px22loginz... | 200 ! lquery.js:8516 4428 2.285
= fows firstclassdemo.co ok |aeplication/ison g 1898 2.28s o

*, " - | ?FCTicket=IjPr5VEg. GET 200 lication/] jquery.js:8516 1.2KB 173ms
» FirstClass APl DocSet Viewer =] fews.firstclassdemo.co ok pplication/lson g o 8508 171ms -
- a Full documentation available at
=

https://www.firstclass.com/APIDocs

View Full docs
FCWS Server: https://fcws.firstclasggamo.com
Port: 443
Trusted ID: SSOTrusted |
Trusted Password: [...c.c.et ]

d UserID: [jschmo |

fcData =
"LOGINREPLY": {
"DeskObjID": 0,
“LastLogin": 3474273277,
*TotalConnect": 1936847,
“DailyRemaining": 820689611,

"AutoRegAvail": 0,

“LinkVersion”: 13,

“ServerVersion": 11294,

"PrefBits": 52256, S

"ServerTZ": 6554336,
"PrefByte1": 0,

"Features”: 2145107639,
"SysCharSet": 65001,
"ServerTime": 3474277684,
"Features2": 4294439904,
“"RemoteSitelD": 18840287,
"WebSocketEnabled": 1,

2 requests | 1.7KB transferred

With the API Inspector Tool, you can
1. log in as the trusted user and submit your first ticket request.

2. Ifthe login and request is successful, the tool then submits the ticket and presents the
LoginReply for the logged in, ticketed user.
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Working with a logged in (ticketed) account

© O O /[ webServices APl Guide | [ API SSO Inspector x \

Ll

“ = C fi [} file:///Users/slynch/Dropbox/Code-A-Thon%20Masters/APlinspector%20SS0/index.html

i Apps [ Code-A-Thon [ Read Later [@] 50+ Awesome Free

[ Format & Validate ) (@) websector.de/_post [ Tuts+ Premium & explainshell.com -

(& Node.js  ¢™ Wiki - OpenWeathe!

@D H Y

» (L] Other Bookmarks

@ GET O POST
Category: [ Containers

Item: [ pesktop

This returns everything that is on the desktop including people you follow, watched items and
subscriptions.

URL: |/FC!

2 [ copy |

View Full docs
FCWS Server: https://fcws. firstclassdemo.com

Port: 443

Trusted ID: [SsOTrusted ]
Trusted Passvgl: [cccoeeeet ]
R du [Gschmo ]

LogOff User

/FCP/DeskTop0000000000000000000007ReplyAsISON 9

e

“objType": 0,
"subType": 0,
“modDate": 0,
"status”: 0,
“locationV": 0,
"locationH": 0,
“iconID": 0,
"size": 0,

I unreadCount": 0

),
“parentid”: "",
"webid": "DeskTop000000000000000000000",

Once logged in as that user, the functionality of the SSO API Inspector is identical to the

API Inspector tool.

You can

1. use the API DocSet Viewer application to determine the syntax for an API request

Q_ Elements | Network| Sources Timeline Profiles Resources Audits Console
® O Vv =

size Time

Name Status
Path Method | oy | Type Initiator Content | Latency
5| ¥soN=ix22logink2... | . 200 i lquery.[s:8516 4428 2.28s
=J fews. d ok | 2pplicationfison gy 1898 2285
200 o jquery.is:8516 1.2K8 173ms
o OFT ok plicationfison g oipy 8508 171ms
@ 200 eation/s jquery.is:8516 22.4K8  1.50s
o ok | applicationfison g iy 22.1K8 1465

3 requests | 24.1KB transferred

2. submit those requests as that logged in user.

When you are finished working with that user, you must

1=

# 0,

5.0min

3. Log out as that user before making a subsequent request for another ticket.
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SSO Security

As mentioned in the introduction, it is important that you consider additional security measures to
prevent unauthorized access to user accounts.

Limiting FCWS access to your server.

When your server starts up, it checks the FCS.INI (windows) or environment variables for
Mac and Linux to see there are any entries in the Setup section that restrict which FCWS
servers can communicate with your FirstClass server and make login requests.

This means that you can enter the IP addresses of trusted FCWS instances and only those
FCWS instances will be able to make requests to your FirstClass Server for logins

Note: This restricts both regular and SSO Trusted account login attempts.

Windows

The FCS.INI file can be found in the C:\Windows directory. If one does not exist, you
can create one.

In the body of the document locate the [FCSetup] section. If one does not exist, create one.

Type WebServices=XXX. XXX. XXX. XXX where XXX . XXX.XXX.XXX is the IP address
of your trusted FCWS instance. If you wish to allow connections by more than one FCWS
instance, separate the IP addresses with semi colons.

Example

[FCSetup]
WebServices=192.168.120.191;192.168.120.194

Save the file and restart your FirstClass Server
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0OSX and Linux

With Macintosh OSX and Linux installations, there is no FCS.INI file. Instead, you create
a file inside the fcadmin account's documents folder. On OS X this is in
/Users/fcadmin/Documents and for Linux, it is in /home/fcadmin/documents

Create a file here named prefcsd
The basic syntax isL

set SectionNameEntryName=value
Example

set FCSetupWebServices="192.168.120.191;192.168.120.194"

The case is sensitive and quotes are need to protect special characters such as ;

Save the file and restart FirstClass Server

Restricting Trusted logins to specific IP addresses

We already have the requirement that an account that requests tickets must be an activated,
trusted account. You can also restrict the IP address from which these accounts can make
these requests. This further secures the request and can limit those requests from coming
from specific computers.

As above, you must add an entry to the FCS.INI file's [FCSetup] section on windows or set
another environment variable in the prefcsd file on OSX or Linux
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Windows.

To trust requests from specific IP addresses only, the entry name in the [FCSetup] section is
TrustedIPs

As with the WebServices entry, you can set multiple IP addresses if separated by semi
colons

Example

[FCSetup]

TristedIPs=199.166.204.55;2001:0:9d38:6abd:2cd7:3¢7d:3f57:8740

OSX and Linux.

To trust requests from specific IP addresses only, the set the environment variable with set
FCSetupTrustelPs

Example

set FCSetupTrustedIPs="99.166.204.55;2001:0:9d38:6abd:2cd7:3c7d:3f57:8740"

The case is sensitive and quotes are need to protect special characters such as ;
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Restricting Directory Access

8 O S O L S B OSSP OO S e —————
Group name: [Trusted Limits I Model Desktop
Organizational unit: [ None : ]

[ ] Require unique names within this organizational unit

Comments: |

f Features T Preferences T Limits M Security T Services T Admin T Profile ]

Use this tab to define the names that this group's Directory can list.

Allow this group to view these groups: Exclude these groups:
@Al Users (@ Executive

Include these groups:

Maximum number of multimatch names:

Default i @

You can restrict which accounts that a trusted user can make ticket requests for by using
directory filtering.

For example, you may wish to not allow the Trusted account to make ticket requests for any
user who is a member of the FirstClass Executive user group.

You can create a user group of any name (for example Trusted Limits and on the Directory
Tab, enter

1. All Users in the first field and

2. Executive in the Exclude these groups field

Add your trusted user to this group and that will allow this account to make ticket requests
for all users except those belonging to the Executive group,
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